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A€V 0a¢ OTOXEVOLV Yid
TOV TTAOUTO oac, aAAd
yla Ti¢ advvapieg oag

2 TOV ONUEPLVO WNPLOKO KOOKO, Ol HIKPOHEDAIES
ETIXELPNOELC BpiokovTal oAoEva Kal TLo ouxva
0To oToXaoTpo. O Aoyog dev ival Ta MoAUTIPA
6ebopEva, aAAd TO YEYOVOC OTL OLUXVA EXOLV TIC
Lo adUVAPEC AUUVEC.

Y€ Ula ayopd YEHATN TEXVIKOUG OPOUG,

elval AoyLko va VIWBETE OTL «deV EEPETE
amo 1oL va EEKLVIOETEY.




H xuBepvoaocpalera dev xperaletar
Va VAL TIEPLITAOKT)

Me peplka Baotka BApata, HMOPELTE va UELWOETE dPAOCTIKA TOV Kivduvo.
AKOAoLBEel Evag 0dnyog 6 onueiwy yia TNV «Pn@LaKn LYLELVA» TNG ETILXELPNONG 0ag.
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Bnpa 1: O Avepwruivocg [Tapayovtag

o M A Click og phishing email.
O V] !‘:“L‘ Xpnon adbuvVapwy KwOKwv.

TWV TIEPLOTATIKWY EEKLVAEL
ano avepwrtivo AaBog.

v }“'{ Avolypa UTIOTITWY CUVNPUE-
LHEVWV.

Action: Eva cuvtopo training rj €va anAo awareness mpoypauua XL
Tepaotia agia. Ol avOpwrtoi oou givat n mMPWTN YPAUUN auuvag.



Bnpa 2: KAelwdwvovtag tic ITopteg

E@apuooTte toxupn MOALTIKN
KwOLKwv & MFA.
e Xpnon dlayelplotwy
KwOlKwv (password

managers).
; : Yroxpewtiko Multi-Factor
* HOMT“fSQ LOXUPWV Authentication (MFA) oe email kat
KWOLKWV. Kplopa uuatl]putu To MFA Kat povo

Va OTAMATHOEL mv nhawvomw TWV
AUTOHATOTOLNHEVWY ETILOEGEWV.
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Bnua 3: To Atxtuv Ac@paAlelag

Backups vndpyouv. Exouv doKipaotei;

3-2-1 Flow Chart

i ‘“\j

1. Primary 2. Tomko  Alaywplopog diktvov 3. Cloud
Data avtiypago / Immutable avtiypago

QoTte To ransomware va pnv «ayyt{e» ta backups.
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Bnua 4: Ta Baowka EpyaAela

Aev xpelaletal “Enterprise suite”. To onpavtiko €ivat va glval
pLOULOPEVA oWOTA.

Firewall emopevng

EmtayyeApatiko : ;

A YevLag (owotn
Antivirus / EDR MapapETpoToinoN)
Email security / ﬂ KadnuepLveg

>‘ Anti-phishing ‘ 7 EVNUEPWOELC

npooTacia (Patching)
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Brijpa 5: Zxedio Avtidpaonc

Otav oupPel TO AMPOOTITO, TPEMEL Va EEPETE:

1. Motov KaAeic;

2. TLkavelg mpwta
(Tola ovoThpata
ATOUOVWVELC);

3. Mwc svnpspmvstq
n dtoiknon N Toug
MENATEC;

AKOua Kat Eva €yypago utac oeAidac kavet tepaotia dltapopa.
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Bnna 6: KovAtoupa, oxt Project

H ao@aleta dgv sival project — eival
ouvnosla.

- ZgKiva pIkpa.
- XTiog otadlaka.

- Kave tnv npootaocia dedopevy

LEPOC TNC KaBnuepvotTnTac tne
opadac.
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Otav n Yywewvn dev etval apreT

[la pyta MuE, o kuBepvokivouvocg
elval A€oV LTIaPELAKOC.

976

TWV OUVOALKWYV ATIWAELWYV
opeileTal oe Ransomware.

H Avon: Proactive
Cyber Insurance

Aev eival arAn arodnuiwon.

Elval evac duvaptkog
UNXAaviopog erBiwonc Kat
AvOEKTIKOTNTAC.
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Proactive Insurance - [TAeovexktnpa 1
Awapknc MpoAnwn

Evioxuon tng «yn@Llakng LYLELVACY

UEOW UTINPECLWV:

- 2apwon eunadetwv (Vulnerability
scanning)

- Threat hunting

- [MapakoAovBnon Tov OKOTELVOL LOTOU
(Dark web monitoring)

Evtomiopog Kevwyv ac@aleiag mptv
aétomotnOouv.
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Proactive Insurance - ITAeovektnpa 2
Eunetpoyvwpovec & Owkovopikn Owpakion

& ™
(3') Fractional CISO yia eTatpeleg xwplg TEXVIKN EEELOIKELON.
Opdda kpolONG e XPOVo AMOKPLONG < 15 AeTTav.
y ¥,
i N

[1pooTacia .oOAOYLIOHOU. ATEPLOPLOTES ETTAVAPOPES
opiov & Mndevikn araAAayn yia To apxIKO KOOTOG
AMoKpLONC.
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Proactive Insurance - [TAeovektnpa 3

zuppoppwon & Tayvtnta

* Ynootnpi&n NIS2: KaAvyn voptkwyv €0dwv
Kat damavwv ynetakne diepeuvnong
(forensics).

e [atl peTpast; AmapaltnTa yia tnv Tnenon
TWV aUOTNPWV T(POBETHLWY avapopac.

iy ao@aALon AELTOVPYEL WG «TEXVIKOG

EMUTAYVVTIHGY, EMUTPEMOVTAG OTNV
EMLYXELPNON VA AVAKAPTITEL TaylTata.
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Muwa avaykaia emEvOvon BrworotnTac

H kKuBepvoaopalela kat n kupepvoaapaiion ogv lval
«TIOAUTEAELQ YLa pEYAAeC eTalpeled». Elval anapaltnTeg yia
KaBe emiyelpnon mov BEAEL va TTAPAPELVEL AVTAYWVLOTLKI).

To onpavtikotePo eival va EEKIVIIOETE
Kal va Kavete mpoodo Brnpa-pnpa.

Nikos Georgopoulos
Digital Risks Insurance Broker = CCRS - DPO - Al Officer
www.cromar.gr [l /nikos-georgopoulos
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