"There are only two types of companies:
those that have been hacked,
and those that will be.”

Robert Mueller
FBI Director, 2012
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Cromar Coverholder at Lloyd's

« 20 £tn mapovaoiag otnv EAAnVIKA Ayopd

« E&eldikevon otnv mapoxn aoc@aAloTIKwWY Avcswv Cyber Insurance kot otnv
QOQPOALOTIKN KOALYN ETALPLWV TEXVOAOYIOG

¢ AuvaTOTNTA ETAOYNG HECO ATIO TIG KOAUTEPEG QOPOALOTIKEG Avoelg Cyber
Insurance TayKOOUIWC,

BpaBeio Kawvotopiag 2016 and tnv ayop& tTwv Lloyd's

Best Coverholder Innovation 2016 yix TNV €KTTALSEVTIKN HNXavN
www.cyberinsurancequote.gr

Lloyd's Market
Innovation Awards
20186 Best Coverholdern

Innovation
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2018 to GDPR o apiOpovg - Neprotatika NMapapBiaong

Number of data breach notifications* 4 1 . 5 02

When personal data for which a company is responsible is accidentally ’
or unlawfully disclosed, that company is obliged to report this data rVWGTO“OlnGEIC

breach to their national DPA within 72 hours after finding out about the 4
breach. MeploTaTIKWY

s EAAGO

M ALY

Accumulated number over time.**
From all data protection authorities in Europe.
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T eiva n acpaAion Cyber Insurance

H ao@daAion Cyber Insurance kaAUTTEL TIG OLKOVOIKEG YUVETIELEG TIOU
UTIOPOUV VA ATIEIANCOLV TNV PLWOLUOTNTA MLOG ETALPLOG N OTIOLO TIEQPTEL
QU EVOC TTEPLOTATIKOU TOPABiaon AOPAAELOC KOL TIPOCPEPEL
uTtnpeoieg dlaxeiplong cupBavtwy kavovtag To NMAGvo AVTIHETWTILONG
[lEPLOTATIKWY AEITOVPYIKO.

- CROMAR | Coverholder at [REs)'g bRy
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Ta Xapaktnplotika tng NMAnpopopiag

« EpmotevTikOTNTO
¢  AkeEpaLOTNT
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Kivouvol
DDOS Malware Phishing

SQL Injection Credential Reuse
u;«;,.u@ BUSINESS
Passwora {newpasowod | “\ ‘ INTERRUPTION

select * from Users where user_id= " jashwanth * ~

and password = © newpassword * w
-

select * from Users where user_id=""0OR 1= 1; /*"’
and password = ' %/
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Awxyeipion Meprotatikwy MNMapaBiaong AcpaAsiag

DISCOVERY OF
A BREACH EVALUATION
OF THE BREACH

MAMNAGING THE
SHORT-TERM CRISIS

NOTIFICATION
AND CREDIT
LEGAL MONITORIMG

REVIEW

DATA RECOVERY
AMD BUSIMNESS
INTERRUPTIOM
EXPENSES

FORENSIC
INVESTIGATION

PUBLIC
RELATIONS

'I'T_-_.:":%' CROMAR Coverholder at [REs)'g bRy WWW'CVbeHnsurancequote'qr

TREURAMCE BAGEERS LT0

HANMDLING THE
LOMNG-TERM
CONSEQUENCES

CLASS-ACTION
LAMSSLIT

REGULATORY FINES,
PEMNALTIES AMD
CONSUMER REDRESS

Infocom Security 2018
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Awxxeipion Mepotatikwyv MapaBiaong AcaAsiag
« Incident Response Manager

» Forensics Investigators (Epsuvnteg HAeKTpOVIKOU EyKANMOTOC)
« E&eldikevpevol Alknyopol

« Ewdikol Alaxeiplong Kpioswv

* Evnuépwon MeAatwv (web, customer care, direct mail)

«  EOIKOUG SLOTPAYPATEVTEG O TIEPIMTWON EKPLOCGHUOV

«  KoatafoAn Autpwv o€ Bitcoin

* [lpootocia IcOAOYLOPOU ATIO N aVapEVOEVA €600
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Incident Response Plan & Ao@paAion Cyber Insurance

« OLvumnpeoieg dlaxeiplong Our Incident Response Plan
TIEPLOTATIKWY Ttapafioong goes something like this...
AOPAAELOC TIOV TIOPEXEL N
QOQOALOTIKI ETALPIX HTLOPOUV
VO KAXTOOTIHOOUV AELTOUPYLKO
Tto NMAavo AvTipeTwmiong
MepLoTaATIKWY
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Cyber + Crime Insurance pe piax patix

H acgpdhon Cyber Insurance kaAOmrer:

alojojslEll

EvBovn Avramékpion DMaxom Kupepvoskpraopd AdMa Evrodi TnAsmKowwVIaK MownTikd
svavm Tpltwy OTa MEPLOTATIKA Epyaciav PETaQopAg YpnpdTwy Amamn MpooTipa

<8 CROMAR  cromar Cyber

Insurance Calculator

I 3
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Aitiax Znpuuwv

KEY 2017 CYBER STATISTICS

Errors & omissions 0%
IP infringemeant 0%
Defamation 0%
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CFC Underwriting cyber claims statistics, 2017
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Altwax Znuwwv (2017) - Augplkn

B Ransomware
[l Hacker
. Malware!/Virus

B Business Email
Compromisea

[ Phishing

Il Rogue
employes

Legal Action
B 5taff mistake

B Lost/stalen
laptop/device

Programming
Error

I All Other

2018- Net Diligence Cyber Insurance Claims Report
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Nati ayopafovv ac@paAiion Cyber Insurance

News of cyber-related losses
experienced by others

Experiencing a cyber-related
loss

Required by a third-party (e.g.
customer)

Increased education

Board or senior management
demand

Regulatory changes
Breadth of coverage
Cost

Risk mitigation services
Good sales people

Other

Partner Re: Survey of Cyber Insurance Market Trends 2018

= C:RO—M Coverholder at REe}gBI www.cyberlnsurancequote.gr Infocom Security 2018

TREURAMCE BACEERS



http://www.cyberinsurancequote.gr/

Cyber Secure Solution
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Cyber Secure Solution

« AauBavovtag vmtoyn Tic ouvBnkeg tng ayopag n Cromar oxedlaoe TNV AVon
"Cyber Secure Solution” n omola:

* TIpOOPEPEL dwpeav pocfBaon otnv Ppafsupevn Ao TNV Ayopa Twv

Lloyd's ekmoudeuTikn pnxavrn www.cyberinsurancequote.gr

* TIPOOPEPEL OWPEAV EKMAIOEVON OTQ OTEAEXN TNG OOQPOALCPEVNG

gTauplog

* Olvel TNV duvatotnta mpocPaong oe eeldikevpeveg Avoelg Cyber Crime

Insurance IOV TIOPEXOVTAL OTIO TNV ayopa Twv Lloyd's

77{% M Coverholder at [NEKel'g s
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* Best coverholder innovation - Cromar: Education engine around cyber risks
www.CyberlnsuranceQuote.gr is the first marketplace platform of its kind dedicated exclusively to cyber insurance, and is used as an education
tool around cyber and data privacy risks for small companies in Greece.

Cyber & Data Privacy Insurance Quote

"There are on!y two types of companles.

those that ha
and those th

Lloyd's Market
Innovation Awards
2016
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Cyber Privacy Risks Advisors

for 1 Month

in Q, Search ﬁ-u 8& I_E g EEE Try Premium Free

Home My Network J Messaging  Notifications Me ~ Work «

Protein data in a snap! - Meet Maurice, the automated CE system for your protein samples. Ad -

3,191 members See all

= Cyber Privacy Risks Advisors 4
'z:i‘:gg, & Standard group @ lEllTAL 6‘ S

Nikos Georgopoulos, MBA,

cyRM, CDPO Owner |

LT B ETE, [ Start a conversation in this group O (] R About this group 4

This group discusses issues related to Privacy and
Data Breach Management. We encourage

Recent
Cindy A. Kaplan « 1st L] . 3 .
& Cyber Privacy Risks Advisors nf”-:a- - (_’_J_ fity | Strategic Marketing \(:formatlon 'S;.-'C;r(l:'CYJ !-egal, Compha.ﬂce.M
& T d ‘j“ HEn secUtity T otraregic arketng overnance Risk, Crisis Communication Managers
The DPO Academy ¢

and Customer Care Managers to participate by

& International Association of ... What are reasonable controls? 40 percent indicated they were not prepared for a debating the need for regulations and sharing
&% Cyber Privacy Insurance Gre... regulatory audit or lawsuit Show more ~
& Maritime Executive see more
Is Your Organization Exercising “Due Care”? Group admin
Groups B = BURDEN or cost of risl

& Cyber Privacy Risks Advisors

o freatment to reduce imp Nikos Georgopoulos, MBA,
Risk assessments are I
&b The DPO Academy T T L T — n,, () P cyRM, CDPO
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TOKIO MARINE
KILN

@Underwr'ﬂng
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LLOYDS |NSURANCE MARKET
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Néeg AopaAilotikéG KaAuyelg

* Reputational Harm: anmwA&la eTaplkwy KEPSWV AOYW ATIWAELXG TIEAXTWV
QTIO TIEPLOTATIKA TIOPAPLlacng AOPAAELOG

« Dependent Business Interruption: Alakomr epyaciwv Aoyw TtpoBARpATOC
o€ oLOTNUA cuvepyalOMEVNC ETALPLOG

« Cryptojacking: c€oda mov Ba KANBel va TANpwOoEL pa eTatpia amo tnv
XPNON TWV CLUOTNUATWY TNG YL TNV ONULOVPYI KPUTITOVOULOUATWV

« Unintentional First Party Incident: [Neplotatikd moOUL pmopEl va TTpoEABEL
aTtO AGBOC XELPLOTA CUCTNUATWY

« Avtkataotaon Hardware: 2 iepinmtwon mou xpeiadetal va EavaotnOel
software kot KpveTal TILO CUPPEPOV va avTiKaTaoTaBel hardware pe
VEOTEPO ATIO TO VPLOTANEVO
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E&eldikevupéveg AVOELG:
Etapieg NMNapoxng Ynnpeowwv TexvoAoyiag

E&O Insurance| [Cyber Insurance
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E€edikeupéveg Avoelg: NovtiAlakég ETaupieg
www.maritimecyberinsurance.com

< C @ https//www.maritimecyberadvisors.com % [@ 0 :
==a=a
— HOME CYBER RISKS CYBER INSURANCE GDPR ACADEMY BLOG CROMAR CONTACT

Maritime Cyber Advisors
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Cyber Security Davos 2017 - Maersk - Business Impact

« "Very significant &
important Wakeup call’

« "We were basically
average when it comes to

Cyber Security (like many
companies)”

« "This was the wakeup call
to become, not just good,
(but also) to (arrive) in a
situation where cyber
security becomes a
competitive advantage”

Source DNV GL : https://www.youtube.com/watch?v=VaqglYIYmDbA

www.cyberlnsurancequote.gr Infocom Security 2018
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MAgovekTNHOTA

«  Awpeav MpoaPacn otnv Ppafeupevn eKTTOLOEVTIKN UNXVN
www.cyberinsurancequote.gr

o Awpeav Mpocofacn otnV eKTTALSEVTLIKI HNXAVN
www.maritimecyberadvisors.com

E€cldikevpevn Opada Yoot piEng MeAatwyv/ Zuvepyatwy
ErtiAoyn Twv KaAUTEPWY AVCEWV TIAYKOT WG
« Aomotia & Pepeyyvotnta Twv Lloyd's

1LLOoYDS THEWORLD'S SRECIALIST

INSURANCE MARKET
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ETtikolvwvia

Nikog Newpyomoviog MBA, cyRM, CDPO
Cyber Privacy Risks Insurance Advisor

Email: nikos.georgopoulos@cromar.gr

T 210 8028946 (120) , M 6948 365033 LinkedIn Profile

www.cyberinsurancegreece.com , www.privacyrisksadvisors.com. www.cyberinaurancequote.gr . www.dpoacademy.qgr

LinkedIn Groups. Cyber Privacy Risks Advisors , The DPO Academy

Cyber Secure Solution

. THEWORLD'S SPECIALIST
LLOYDS |NSURANCE MARKET
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