"There are only two types of companies:
those that have been hacked,
and those that will be.”

Robert Mueller
FBI Director, 2012
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Cromar Coverholder at Lloyd's

« H Cromar Coverholder twv LLOYD'S, &aB¢tel moAuvetn eumelpia otn

dnuwovpyia  €EEOIKEVPEVWV  AOQOALOTIKWY  TIPOYPOMUMATWY ME TNV
utooTNPEN nNYETIKwY ouvolkatwyv Twv LLOYD'S, pe Tt omoia €xel

E€ovolodotnon Acopevong (Binding Authority).

BpaBeio Kawvotopiag 2016 amod tnv ayopa tTwv Lloyd's

Best Coverholder Innovation 2016 yix Tnv eKTTALSEVTIKNA UNXavN
www.cyberinsurancequote.gr
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http://www.cyberinsurancequote.gr/

GDPR

F'evikog Kavoviouog Npootaciog Asdopévwv

CROMAR | coverholder at KPMG GDPR Symposium 2017




General Data Protection Regulation
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28 Interpretations of the 1 Data Protection Regulation across all
Data Protection Directive EU member states

General
Data

Protection
Regulation
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https://www.youtube.com/watch?v=T00XQjs41Q8

GDPR
Fevikog Kavoviopog MNMpootacioag NMpoowmikwv Asdopévwy

O Kavoviopog puOuidel Ta SIKAWHOATA TWV PUOIKWY TIPOCWTIWY
OXETIKA JUE

1. Ta TPOOWTIK& TOUG OedOUEVA
2. Tnv ene€epyacio TwWV TPOCWTIKWY TOUE SEOOUEVWV

3. Tnv €AevBepn Kol aveUTOOLOTN KuKAo@opla Kol petafifoaon Twv
TIPOOWTIKWY TOUG OEOOPEVWY €VTOC Twv oplwv TG Euvpwmaikng
Evwonc.

4. Tig dadikaaieg dlafifaong poowTikwy SedOpEVWV EKTOG EupwTtaikng
Evwong

M Coverholder at JREs) bk
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GDPR

Fevikog Kavoviouog NMpootaoiag NMpoowtiikwv Asdopévwy
Ot Eruxepnoelg Oa mpetel va €xouv AGPel T KATAAANAG TEXVIKK
KOl OPYOVWTIKA HETP:

* VA& £XOUV EKTIALOEVGEL KATOAANAQ TO avOpWTILVO SUVOUIKO TOVG

* VO UTIOPXEL KAXTAVOMN POAWVY, XPHOSIOTNTWVY Kol €uOuvwv TOU
avOpPWTILVOU OUVOHIKOU Yl TNV EmMe€epyacian TwV  TIPOCWTILKWV
dedopevwv

* va €XOouv TOAMTIKEG & Odwadkaoieg TPOOTOCIOG TIPOCWTILKWV
dedopevwv

* VX £XOUV

« Data Recovery Plan & Business Continuity Plan

 MAavo Avtetwriiong [lMeplotatikwy  Acpaieiag &  lMapafiaong
ipoowTtilkwy dedopevwy  (Incident Response Plan)

* (PPOVTIOEL Yl TNV XPrON KPUTTTOYpA&APnonG n Yeudovuponoinong

CRO—@PR Coverholder at KPMG GDPR Symposium 2017 n



GDPR - Texvika & OpyavwTIK& HETPO

Information
Security a
Legitimate

Interest

Requirement Effective
to Secure Detection and
Private Data Response

Improved Encryption
Security and ID
Requirements | management

v Symantec.
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GDPR: Noyodocoia (Accountability)

« H &vowx tn¢ «Aoyodogiag» (Accountability) mouv ewoayst o Neog
Kavoviopog [lpootoaciog [lMpoowtikwyv Agdopevwy  Ba  mpemel  va
QVTIPETWTIIOOEL wg  €uBvvn TwWV VTELOUVWY 1N EKTEAOUVTWVY TNV
ETEEEPYATIA EVOAVTL TWV UTIOKELPEVWY KOXBWC Kol TNV ANYn Twv avaykKaiwv
METPWV YLO VO VAOTIOL|GOLVV TNV €uBuvn ouTn.

« H guBivn autn amairtel TNV aAAayr] KOUATOUPOAG WOTE N IPOCTACIX
TWV S£SOHEVWV MPOCWTIKOU XAPAKTHPX VA OTMOTEAECEL MEPOG TNG
OUVOALKNG OTPATNYIKAG HIAG ETapiag wote va  Olao@aAiletal n
TIPOOTOCIA TWV TIPOCWTIKWY OESOOUEVWY TIOU TA PUOLKA TIPOCWTI E£XOLV
guTLoTEVOEL OTNV €TALPla CLTN.

CROMAR | coverholder at [ITR R KPMG GDPR Symposium 2017 n
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O PoAoc¢ Tou Data Protection Officer

¥ DATA PROTECTION OFFICER

O Data Protection Officer (YmeOOuvog [Mpootaciog Aedopévwv)
AVOAOUPAVEL :

* Na skmpoowmnost tnv Emixeipnon évavtt twv Apxwv, EOvikwv kat
EVpWTAIKWYV

 Na dtac@paliosl TV evappovion Tng AsLToupyiag Tng EmMXEipnong os
OTL aPOPA& TIG TIOAITIKEG TPAKTIKEG kot peOodoloyia smedepyaoiag,
anofnkevong kot peraopdas Asdopévwy MNMpoowmikov XapakTnpa HE
TO OXETIKO VOHOOeTIKO TTAQioL0

* Na mpootatéPel TRV €MXEipPNON amd Toug KvdUvoug emiBoANg Twv
ONHAVTIKOTATWY Kal BapiTATWy SOWKNTIKWY TPOCTIHWY TIOU
TtPoPBAETIEL 0 KOVOVIOHOG

M Coverholder at [ERESNEH KPMG GDPR Symposium 2017 n



http://www.dpoacademy.gr/articles/

GDPR: H Aoyodocia dsv petagépetarl oute avatiOetal os Ttpitov

Effective,
enforced &
documented
Policies.

Appropriate
Policy,
Process and
Technology

Data Privacy by
Protection Impact Design and
Officers Assessments by Default

Demonstrate
Compliance

Accountability cannot be transferred or outsourced

Copyright ® 2016 Symantec Corporation /Syma ntec.

M Coverholder at EREeMgRR
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O GDPR kaBopilel Tov TpOTO drayxeiplong Twv dedopévwv

Principles of data
collection

=Fairly and lawfully
*Receiving consent
=Relevance
=Proportionality
*Types of data

Collect

Y.

Management of:

Access
Right to rectify data

Process

Permission applies to:
= Specific data

= Specific purpose

* Notify of changes

- ‘Retain &

Retain
= Duration
* Types of data

Secure
» Data destruction policy vManage Secur = People
- -
» Applicable rules = Data loss
Copyright ® 2016 Symantec Corporation V/Symantec i

'l“:":{:- CROMAR | coverholder at iR R
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General Data Protection Regulation - Liabilities

* Ymoxpéwaon Evnpépwong Apxwv
* Evtog 72 wpwv

* Ymoxpiéwon Evnpépwong MeAatwv

Risk fines of up to

€20 million

° n péo‘Tlpa or 4% of your organisations
global turnover

* Ewc 10 4% Tou TlipOov TOUG JE
max €20m OToLo0 aTo Ta 2 €lval LEYOAUTEPO

¢ Amo{nuuwoelg ota YIOKELIpHEVA TWV SeSOopéEVWVY TTOV
untéotnoav {NHa

LLOYDS KPMG GDPR Symposium 2017




Cyber Insurance

EpyalAsio Awaxeipiong Tou YrroAotmopevou Kivdéuvou
(Residual Risk)

Time from Earliest Evidence of Compromise
to Discovery of Compromise

A

median number of days that threat
groups were present on a victim's
network before detection

4 24 days less than 2013

?‘I:_":{:- CROMAR | coverholder at [IRTe eoR
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H ayopa Cyber Insurance Atav $3.481¢ to 2016

= 70% - c. $2.3bn relates to standalone cyber products
» 85% of the business originates from the US

$70m
$80m =t
Cyber buying patterns F $150m
(High-le '.r-e:"yg.ioga?as!:mareJ 190m
$870m
30%
| Stand-alone
Blended
Standalone & Bundled
& United States ‘ Europe Rest of World
Global cyber GWP $2.9bn | 85% $270m | 8% $220m | 6%

Source: Aon Inpourt analyss Swiss Re Sigma Aon UP duta. Aon cyber whitepapar  Aon praciitioner msghls PYWCE Nlang  Advsen

CROMAR Coverholder at RKeFEL
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H Evpwmaikn ayopa stand alone cupfoAaiwv urtoAoyiletal o€
$190m kot avapévetal va @Bacel ta $900m to 2020.
‘ EU standalone cyber GWP

* +40% GWP growth between 2015-2016
» Expected to see accelerated growth due to stricter regulations and increased awareness

Increased data regulations (GDPR)
€9 Duty to notify data breaches

Legislation Fine of up to 2% or 4% of global turnover" $1.2b
EU wide enforcement of GDPR $900m
(i)' lcr:uc;easedk?waren::; tiven tby. GkDI:R e $545m
ot yber ranking as rges' .r sks by companies
Expected to move to 8th position by 2018
$135m $190m
# of breaches Increasing at 36% since 20113 == -
Mandatory notification to drive numbers higher
2015 2016 Slow Realistic Optimistic
growth growth growth
Cost of data breach in Europe 35% lower vs. US* (2020) (2020) (2020)
Costs “ke‘y to Increase as a result of GDPR Penetration Growing from a  Slow reaction to  Market reacts to  Cyber event sparks
* As seen in US after enforcement of data legislation  levels arelow  small base EU GOPR reform EU GOPR reform  huge demand

Source: The European Unon Breach Level Index, 1BM Ponernon Institase, Acn Global Rk Survey, Aot inport analyss
Notes 1 Depending on activty | 2 Acn Global Risk Survey | 3 The Breach Level Index | 4 180

= CROMAR | covernolder at [[IRS o0 KPMG GDPR Symposium 2017
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Awxyeipion MNeprotatikwv Data Breach

Discovery of a Data
Breach

Theft, loss, or Unauthorized
Disclosure of Personally
Identifiable Non-Public
Information or Third Party
Corporate Information that is in

the care, custody or control of the
Insured Organization, or a third
party for whom the Insured
Organization is legally liable

Coverholder at

Y an 't
| N
Evaluation of Managing the
the Data Short-Term
Breach Crisis

Motification and

Credit Monitoring

Forensic
Investigation and |
Legal Review

Public Relations

Handling the
Long-Term
Consequences

Class-Action
Lawsuits

Regulatory Fines,
Penalties, and
Consumer Redress

Reputational

Damage

Income Loss

KPMG GDPR Symposium 2017




Cyber Insurance pe puax patix

ALTIKH EYBYNH
ENANTI TPITQIN
O cnolon uneotnoav {npig
Aoy aniizias twy Npoocw-
mikwv tous Sebopevwov and
tnv Etglpeia otnv cnoia g
ixav Hae.

ANTANMOKPIEH
LE MEPILTATIKA
NAPABIAXHE

Etoba kal unnpeoies Saxei-
pIoNs NEploTaukmy nopapi-
Qons gUOTNUATWY Kol anda-
Aelgs epnigEUTEGY NANpo-
QOpIV.

ETtimtAéov kaAUTttovTal
Ta AlolknTika MNpootipa - Money Fraudulent Transfer - Telecom Freaking

=Y CROMAR

PCl fines
Media Liability

IREUAMCE BADERRE ITD

Coverholder at REe}¢lS

AIAKOMNH EPTAZION
Kaduyn yia anwdieia eod-
Guwwv, Adyw Makonns s eni-
XElpnpaukns Gpaocmpiotn-
1as and nepiotatkd napafi-
aons JUOTNPOTWY Kal andw-
feias eproEUTKDyY Ninpo-

OO,

KYBEPNOEKEBIALMOL
Kadugn yia Siaxeipion ne-
piotatkaw  exPiocpold and
aneifés nou pnopsl va Bia-
wouv eva Gikwo N va obn-
ynoouv oe Sgppon Epni-
OTEUTIKIY NAnpo@opIiy.

KPMG GDPR Symposium 2017



Incident Response Plan & Ao@paAion Cyber Insurance

Ot Ymnpeoleg Awaxeipiong Zupfaviwyv TIOLU TPOCEPEPEL N
ao@aAlon Cyber Insurance HTIOPOUV VA OTIOTEAECOULV PEPOC TOU
[MAGvou avTlueETWTILIONG TiEPLOTATIKWY TIou O GDPR OBewpel
amapaiTnNTOo

* Forensics
« E&s1dikevpévoug Atknyopoug
« Ewdkoug Awaxeipiong Kpioswv
* (Anuooleg oxeoelg — Emikowvwviako MNAavo)
* Evnuépwong MeAatwv (web, customer care, direct mail)
* E18koU¢ Suanmpaypateutég o mepintwon eKBlacpov

KPMG GDPR Symposium 2017
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2017
Cyber Claims Study Highlights

Humans are the WEAK UNK

m There was insider involvement in 257 of the incidents
m Hackers caused 27 7% of the incidents; Malware/Virus 167%
m Third Parties (vendors) accounted for 13 7% of the incidents

Cause of Loss

Type of Data

The target is

PRIVATE INFORMATION

m 1.8M records lost on average
The median number of records lost was 1.091

m PCl was the most frequently exposed data
Followed by PHI and PII

m Healthcare and Professional Services were the most

breached sectors (18 7 each)

Followed by Financial Services 13%, Retail 11%, Non-Profit 8%, and Technology 7% '
Business Sector

""'_:-51—'- CROMAR Coverholder at RKeYEsE]
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Cyber Secure Solution

LLOYD'S KPMG GDPR Symposium 2017




THEWORLD'S SRECIALISTL

LLOYDS |NSURANCE MARKET .
CROMAR | coverhoider at [IRSEY




» Best coverholder innovation - Cromar: Education engine around cyber risks

www.CyberinsuranceQuote.gr is the first marketplace platform of its kind dedicated exclusively to cyber insurance, and is used as an education

tool arcund cyber and data privacy risks for small companies in Greece.

Cyber & Data Privacy Insurance Quote

"There are only two types of companies:

those that have been hacked.
and those that will |

Lloyd’s Market
Innovation Awards
2016

CROMAR | coeroe = [ R
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http://www.cyberinsurancequote.gr/

Beazley Global Breach Solution  Raiing

All Beazley's managed syndicates
i (2623/623/3622/3623/6107/6050)
are covered by the Lloyd's market ratings:

. AM. Best rating A (Excellent)
. Standard & Poor’s rating A+ (Strong)

In addition, Beazley's admitted US carrier
. has an A.M. Best rating:

Beazley Insurance Company, Inc. A (Excellent)

« Beazley gival nyétng otnv mapoxn aoc@aAloTiKwyv AVcswv cyber privacy
insurance Kat TO HEYXAUTEPO GTOV TOHEX XUTO CUVOIKATO TNG XYOPAG
Twv Lloyd'’s.

« [Mpoo@epel OAOKANPWHEVEG AVTELG ACPAALONG KOL OLOXELPLONG TIEPLOTATIKWV

ATTWAELOG OEOOUEVWV.

Exet StoxelploBel mavw artd 6.500 TEPLOTATIKA

[Mpooepel Opla Kahuyng €wg €100 ekatoppupLa

$400ek ao@aAlotpa cyber insurance to 2016

CROMAR Coverholder at RKeFEL

IREUAMCE BADERRE ITD

KPMG GDPR Symposium 2017



https://investor.relations.beazley.com/key-financials/ratings

Cyber Privacy Risks Advisors

My Groups Discover

Cvyber

el (C\ber Privacy Risks Advisors
s 2,82)1r members y

ABOUT THIS GROUP

0 Start a conversation with your group This group discusses issues related to Privacy and Data

Breach Management. We encourage Information Security,

Legal, Compliance, Governancs Risk, Crisis

Enter a conversation title. .. Communication Managers and Customer Care Managers

to participate by debating the need for regulations and
: sharing their best practices, solutions and news about
Conversations Jobs g g
—_— upcoming events.

THEURAMCE BAGEEES 11D
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ENISA Report

* .
J enisa
* .

Cyber Insurance: Recent
Advances, Good Practices and
Challenges

NOVEMBER 2016
WA N2 AUop e Furngesn Uiskon Agency For Fetscrk 3 nd informi ion Securrty -

=% CROMAR

=
[ iREURANCE BAORIRS UTD
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ENISA_Cyber-Insurance_2016-11_FINAL (1).pdf

GDPR & Aoc@paAiwon Cyber Insurance

* H ao@daAion TIEPAAUPAVETAL OTA TEXVIKA KOL OPYOVWTIKA LETPO;

* H ao@aAion KaOAUTITEL EVOVVEG TIOU TIPOKUTITOUV OO TIEPLOTATIKA OTIWAELOG

TIPOCWTILKWV dedopevwy (data breach) ;

« H aoc@aAion PonbBael otnv KOAUTEPN OVTILETWTILON TWV TEPLOTATIKWV
mapafiaong pe TNV apoxn WKWV oTnV SLaXELPLON CLUUBAVTWY OL OTIoIOL

CUUTIANPWVOLV TNV Opada AvTiueTwToNnG MNEPLOTATIKWY TNG ETALPLAG;

¢ H ao@aAlon Pmopel va amoTEAETEL TIOPAYOVTA SLAPOPOTIOINCGNG TOU VYOUG
TOU T(POCTLHOU TIOV UTIOPOUV VA ETIRAXAAOUVV Ol OPXEG;

« H oao@aAion pmopel va PBonBnost pa etauplar vao CUVEXIOEL OMOAX TNV

AslTtoupyla Tng

=g CROMAR | coverholder at [[ERGMSE KPMG GDPR Symposium 2017
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yber insurance a GUPR

Nikog Newpyo6TTOUAOG,
Cyber Privacy Risks Insurance Advisor, Cromar Coverholder,
Lloyd’s kai cuvidpuTtric Tou DPO Academy

GDPR Symposium
General Data Protection Regulation

f# 16 NoeuBpiou 2017
Hilton Athens

kpmg.com/gr

KPMG

«_

Nikog NewpyomovAog

Cyber Privacy Risks Insurance Advisor

Email: nikos.georgopoulos@cromar.gr
T 210 8028946 (120) , M 6948 365033 LinkedIn Profile

www.cyberinsurancegreece.com , www.privacyrisksadvisors.com. www.cyberinaurancequote.gr . www.dpoacademy.gr
LinkedIn Groups. Cyber Privacy Risks Advisors , The DPO Academy

=g CROMAR | coverholder at [[ERGMSE KPMG GDPR Symposium 2017
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